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Abstract—Programmable Wireless Environments (PWEs)
leverage Reconfigurable Intelligent Surfaces (RISes) to actively
shape electromagnetic (EM) propagation, enabling advanced
control over wireless channels. Beyond improved performance
in B5G/6G networks, this control also introduces new security
capabilities. Exploiting this, we propose RF-Fencing: a service
that selectively suppresses EM signals toward eavesdroppers
while preserving reliable communication for legitimate users,
thereby significantly enhancing network covertness. Building on
that, in this paper, we introduce SHIELD, the first RF-Fencing
algorithm that partitions the PWE into Signal Suppression Areas
(SSAs) and Signal Delivery Areas (SDAs) through on-the-fly
merging of RIS configurations. Extensive EM analysis confirms
SHIELD’s effectiveness in preventing wardens from intercepting
critical information and achieving covert communications with
minimal impact on legitimate users. Moreover, SHIELD can serve
also as a jamming-mitigation mechanism and is applicable across
various frequency bands and RIS designs.

Index Terms—RIS, RF-Fencing, Covert Communications, Jam-
ming Mitigation, EM-wave analysis.

I. INTRODUCTION

The emergence of 6G networks is transforming wireless
systems into multifunctional platforms that support extremely
high data rates, integrated sensing and communications, ad-
vanced location-based services and autonomous mobility. In
addition to these capabilities, 6G must also ensure strong
privacy guarantees, particularly in sensitive applications where
even the detection of a transmission could compromise
confidentiality. In this context, covert communications have
emerged as a critical strategy, aiming to ensure that wireless
transmissions remain entirely undetectable to unintended re-
cipients, thereby protecting both the content and the existence
of the communication itself [1]. To meet this dual demand
for high performance and strong privacy, the concept of
Programmable Wireless Environments (PWEs) has been in-
troduced, enabling dynamic control over wireless propagation
through the integration of reconfigurable components into the
environment [2]. Central to this vision are Reconfigurable
Intelligent Surfaces (RISes), which offer real-time control over
incident electromagnetic (EM) waves, enabling precise control
of wireless propagation through functionalities such as beam

steering and signal absorption [3], [4]. As a result, RISes
are increasingly recognized as key enablers of covert wireless
services in 6G, allowing the environment itself to suppress or
redirect transmissions in a manner that embeds covertness as
an intrinsic network feature.

Driven by the paradigm of PWEs, several works have exam-
ined how RIS technology can enhance covert communications
by shaping the wireless propagation environment. Specifically,
[5] demonstrated that a well-configured RIS can redirect or
absorb signals to reduce detectability, while later efforts, such
as [6], proposed leveraging multi-user interference in full-
duplex setups to mask covert transmissions without artificial
jamming. More recently, the authors in [7] introduced a multi-
RIS covert framework based on distributed reinforcement
learning, showing the potential of coordinated RIS control to
improve spatial suppression and covert throughput.

Despite significant progress in RIS-based covertness en-
hancement, existing approaches heavily depend on compu-
tationally intensive techniques such as iterative optimization
algorithms, machine-learning methods, or detailed channel
state information computations. These approaches introduce
substantial computational overhead, limiting their real-time
applicability. Moreover, current evaluations primarily involve
numerical simulations without sufficient integration of accu-
rate physics-based modeling, restricting their accuracy and
practical viability. A promising approach to overcoming these
challenges is the codebook-based RIS configuration [8], [9].
Here, RIS functionalities are predetermined and accurately
aligned with optimal configurations at the manufacturing phase
by integrating physics-informed insights and metaheuristic op-
timization within simulation tools or prototyped measurement
setups [2]. These optimal configurations are systematically
stored in a Codebook Database. Consequently, during oper-
ational deployment, the RIS efficiently retrieves the relevant
configuration from the codebook, drastically reducing runtime
computational complexity [10].

Furthermore, recent research highlights the capability of
multiplexing simple codebook entries to achieve more com-
plex functionalities. This enables a single RIS unit to con-
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Fig. 1: Manufacturing (left) and Operating (right) phase using
RF-Fencing SHIELD algorithm.

currently support multiple spatial tasks with minimal com-
putational overhead, typically in the order of milliseconds
[8], [9]. However, to the best of our knowledge, there is
currently no framework that simultaneously ensures spatially
aware covertness preserving legitimate-user performance, and
rigorously validates these outcomes using physics-based sim-
ulations within realistic operational environments.

In this paper, we introduce SHIELD, a codebook-based
algorithm enabling multi-RIS coordination for spatially-aware
covert communication via precomputed RIS configurations.
As shown in Fig. 1, SHIELD relies solely on beam-steering
codebook entries corresponding to supported angles of arrival
(AoA) and departure (AoD), computed offline during manu-
facturing. During operation, SHIELD selectively nullifies EM
signals in designated areas to suppress detection by wardens
without impairing legitimate communications. Additionally, if
the jammer’s location is known, SHIELD can inversely apply
the same principle for effective jamming mitigation.

The main contributions of this work are as follows:

o We define RF-Fencing, a novel RIS-enabled service that
allows PWEs to enforce spatially selective signal sup-
pression, creating EM quiet zones in targeted directions
while preserving uninterrupted communication in legiti-
mate areas.

o We develop SHIELD, a scalable algorithm that partitions
the angular domain into Signal Suppression Areas (SSAs)
and Signal Delivery Areas (SDAs), configuring each RIS
through multiplexing of configurations drawn from the
codebook.

o We evaluate SHIELD through EM-wave analysis across
diverse frequency bands, RIS implementations, and spa-
tial layouts, demonstrating its ability to achieve high
covert performance while preserving the integrity of
legitimate links.

The remainder of this paper is organized as follows: In
Section II, we present the RF-fencing service and describe
how the RIS is modeled via EM-wave analysis. In Section III,
we present the workflow of the proposed SHIELD algorithm.
Section IV offers the evaluation of the algorithm for different
frequency bands and number of SSAs and SDAs. Finally,
Section V concludes the paper.

II. RF-FENCING & RIS MODELING

The realization of spatially-aware covert communication
within PWEs depends on the ability to shape wireless propa-
gation with directional precision. To this end, the RF-Fencing
service is introduced as a novel RIS-enabled functionality that
enables the formation of SSAs, where signal emissions are de-
liberately suppressed or redirected, while ensuring high signal
integrity in designated SDAs. This dual capability allows the
environment to embed covertness directly into its propagation
behavior by controlling the spatial footprint of transmissions.
Supporting such behavior in real time requires RIS units to
simultaneously deliver multiple EM functionalities, including
signal redirection and suppression, without incurring high
computational cost during operation. A promising approach
is response multiplexing, where complex spatial responses
are synthesized by combining simpler, precompiled codebook
configurations [8], [9], [11]. These methods eliminate the
need for iterative optimization and support fast adaptation
across varying network conditions. Nonetheless, accurately
assessing their effectiveness requires EM-consistent modeling
of RIS behavior, as statistical channel models lack the spatial
granularity necessary to evaluate covert performance.

By taking into account the need for accurate yet tractable
EM modeling, physical optics emerges as a suitable foun-
dation for capturing the spatial dynamics required by RF-
Fencing [12]. Unlike statistical models for the estimation of
channel state information that abstract away the underlying
wave behavior, this formulation preserves an accurate, physical
structure of signal propagation and enables precise characteri-
zation of RIS-induced suppression and redirection patterns. In
this context, each RIS is modeled as a two-dimensional array
composed of N, = N,. x N, reconfigurable unit cells, with all
the elements collectively providing the RIS controllable phase
profile across its aperture (®). Each element acts as a unitary
magnitude and variable phase scattered, where

O,n€f0,27], m=1,....,N,, n=1,....,N.. (1)
In more detail, each surface is illuminated by a uniform plane
wave characterized by wavelength A and wavenumber ky =
27/ \, arriving from a far-field direction (6;, ; ), and each unit
cell occupies a position on a rectangular grid, with spacing A,
and A, along the horizontal and vertical axes, respectively,
resulting in the coordinates
Tm = Az(m—me), yn=A0y(n—n.), 2)
where (m.,n.) denotes the center of the array and serves as
the reference point for evaluating phase differences across the
surface. Based on this geometry, the phase of the incident

wavefront at each unit cell is given by

S, = ko [Az(m — me) cos p; + Ay(n — ne) sin ;] sin 6;.
(3)



These spatial and phase properties are used to derive the far-
field scattered response of the RIS under the Huygens—Fresnel
principle (HPF) [12] yielding

N’r NC
E0,¢) = Ey 00529(9) Z Z Urns )

m=1n=1

where Ej is a normalization constant related to the magnitude
of the incident field, measured in V/m and p captures the
angular selectivity of the scattering pattern, with p = 0
modeling isotropic behavior. Moreover, the total contribution
of each cell is expressed by the V,,, = el [CDW”*Wivcn],
includes the phase shift induced by the control element and
the phase related to the cell’s placement with respect to
the incident wavefront. The assumption of a uniform plane
wave simplifies the analysis with a controllable limitation
of the generality. In face, the HFP formulation can handle
also arbitrary incident wavefronts, such as diverging spherical
wavefronts from near-field point sources. In these scenarios,
the scalar Ey in Eq. (4) should be simply moved inside the
double sum/integral and replaced with a complex, cell-specific
field Ey, capturing both phase and magnitude variations across
the RIS aperture. Finally, to assess the effectiveness of any
configuration in a specific direction of interest (64, ¢4), the
electric field magnitude at a desired point of interest (POI)
can be expressed as

Epor = |E(04, va)| - &)

In our far-field model, regions are represented as directional
cones (steradians). The HFP-based approach—recognized for
accuracy and computational efficiency in modeling RIS-
induced electromagnetic behaviors [2], [12]—enables detailed
analysis of signal suppression and enhancement across specific
angular domains for various RIS designs and frequency bands.
This method scales effectively to multipath and NLoS sce-
narios, particularly when RIS units and transmitters/receivers
are separated by large distances (exceeding 10)\) or when
combined with ray-optics techniques [13].

III. SHIELD: A NOVEL ALGORITHM FOR RF-FENCING

To operationalize RF-Fencing in PWEs, we propose the
SHIELD algorithm, a novel, codebook-driven approach lever-
aging physical modeling to enhance network covertness and
mitigate jamming. SHIELD shapes signals in the angular
domain by generating RIS ® to suppress EM radiation in
undesired directions while maintaining signal quality within
intended coverage zones. Its workflow-outlined in Alg. 1-
requires only the identification of the SDAs and SSAs and
the retrieval of corresponding beam-steering entries from the
manufacturing phase thus avoiding computationally intensive
iterative optimization and complete channel estimation during
runtime. This design makes SHIELD suitable for real-world
deployment even in dense, dynamically changing networks.

To quantify the SHIELD’s performance for a total of &
SDAs and SSAs, we utilize Pj, which is given as

POL final
Py =20log; <1thmnal> ’ ©
Ek:

where E;OM™ and ErOMMEl denote the electric field mag-
nitudes at the POI after applying SHIELD and under the
initial, optimal beam-steering configuration, respectively. In
the case of SDAs, values of Py approaching O dB indicate
that users experience nearly identical performance compared
to conventional beam steering, thus preserving communication
quality. Conversely, for SSAs, the objective is to maximize
suppression, leading to strongly negative values of P, that re-
flect effective mitigation of unintended emissions. In scenarios
involving multiple SDAs or SSAs, the overall performance is
obtained by computing the individual amplitude ratios for each
region using Eq. (6) and averaging the resulting field values
across all corresponding POlIs.

Algorithm 1 RF-Fencing Algorithm for Signal Suppression
and Signal Delivery Areas Creation Within the Network
(SHIELD)

1: Input:
o Codebook Database with Ej, for supported AoA/AoD.

o Number of d,u for SDAs and SSAs.
o Tolerance and learning rate ;¢ and weight parameter

Wopt -
e Thresholds Tspa, Tssa.
o Compromise factor 7.
2: Dominant Field Identification: For each case k, identify
dominant field values.
3: Form the masks for SDA and SSA, My and M,,, respec-
tively using Eq. (7).
4: Common Field Computation: Compute E.,nmon as in
Eq. (8) and obtain the initial ®;,; from Eq. (9).
5: Online Optimization:
o Set q’init <~ q’common'
o Define the cost function by evaluating Egs. (10), (11).
o Update the ® using a gradient descent step according
to Eq. (12):

(I)opt = Py — MV‘PJ((I’)

6: Output: Final common phase profile ®., and perfor-
mance metrics for SDAs and SSAs (Eq. (6)).

The first stage of SHIELD involves identifying the angular
regions corresponding to SDAs and SSAs using precomputed
Efic1q responses retrieved from the RIS codebook. Specifi-
cally, the algorithm takes as input the desired number of SDAs
and SSAs, denoted by d and u, respectively. For each of these
target directions, the corresponding field distribution |Efield|
is examined over the angular domain to identify dominant
scattering components. Regions in which the field magnitude
exceeds a threshold 7sps for SDAs or 7gsa for SSAs are
aggregated into direction-specific masks:
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Based on the constructed masks, SHIELD synthesizes a
composite EM response Ec,mmon that reflects the dominant
SDA fields while mitigating emissions in undesired angular
sectors. In particular, SHIELD computes the maximum of the
SDA field components in areas where there is no overlap
with the SSAs, while in overlapping regions, it applies a
compromise factor 7 to balance the conflicting objectives of
suppression and service preservation. Outside these designated
regions, the field components are deliberately nulled to min-
imize unintended radiation. Thus, the composite field can be
expressed as

max E in Mg\ M
1<k=d k d \ us
Ecommon = { 7 max Ej in MgNM,, 3
1<k<d
0 otherwise,

Following this, the initial phase configuration for all RIS
elements, denoted by ®.ommon, 1S extracted from the argument
of the composite field, as given by

P common = arg(:Ecommon); 9

where the operation arg(-) returns the phase angle of the
complex field values. This step provides an efficient near-
optimal estimation of the ®.ommon, similar to methods used
in smart antenna arrays and analog beamforming for both far-
field and near-field cases [14]. Consequently, a lightweight
gradient-based procedure is used in order to fine-tune the
initial guess of ®.ommon and correct minor deviations. By this
approach, SHIELD workflow remains applicable for real-time
RIS control offering the minimal computational overhead.
The upcoming optimization procedure is guided by a cost
function that captures the discrepancy between the synthesized
field and a set of target amplitudes in the angular masks M
and M,, corresponding to the SDAs and SSAs, respectively.
For each region type, the directional mismatch is computed as

>

(0,0)EMy/u

2
Tayu(®) = |E(®;0,9) — Eporau| »  (10)

where E(®;0, ) represents the EM field (E;ciq) evaluated
using the current configuration ®, and Epgy g/, denote the
reference amplitudes within the SDAs and SSAs. These partial
costs are then combined into a single objective function,

j((I’) :jd(¢)_woplu7u(@)a (11)

where the weight parameter w,p balances the emphasis placed
on suppressing signal leakage in the SSAs versus maintaining

signal strength in the SDAs. Optimization is performed using
a single-step gradient descent update given by

(I’opt = (I’init - Mv§j<¢>7 (12)

where y denotes the learning rate (in m?/ V?), and the initial-
ization @y, is set equal to Pcommon. The final configuration
P, is applied across the RIS elements to enforce the spatial
signal shaping required by the RF-Fencing service.

Finally, the computational complexity of SHIELD is de-
termined by the RIS size Ny = N, x N, and the number
of iterations N; required for convergence. Both dominant
region identification and multiplexed field computation scale
linearly with the number of RIS elements, i.e., O(Ng),
while the gradient-based refinement step requires full-array
updates at each iteration, resulting in an overall complexity of
O(Ny - Ngy).

IV. PERFORMANCE EVALUATION

In this section, the performance of SHIELD in slicing the
PWE into SDAs and SSAs is evaluated under various deploy-
ment scenarios involving both mmWave and THz frequency
bands, as well as different RIS array dimensions. For all
cases, the incident plane wave is defined with magnitude
Ey = 1V/m, which serves as a reference to evaluate the
behavior of the scattered field. The resulting field in each
observation direction is computed using the HPF as described
in Sec. II, where the total scattered response arises from
the coherent superposition of spherical wavefronts emitted
by individual RIS elements. When these contributions align
constructively, the overall field magnitude may exceed that
of the original incident wave, revealing the spatial coherence
effects induced by the RIS configuration.

A. THz Communication Network

The performance of SHIELD is first evaluated within a THz-
band communication network, operating at a carrier frequency
of 1 THz. The RIS is configured as a 50 x 50 element array,
with an inter-element spacing of A, /5. To model the EM
behavior of the system, the far-field expressions are employed,
computing the scattered field Efeq over an angular resolution
of 1° to ensure precise evaluation of spatial field variations.
During the manufacturing phase, a total of 500 precomputed,
optimal beam-steering configurations, covering combinations
of (AoA, AoD), are stored within the codebook for use during
operation. The online evaluation focuses on the creation of
two SDAs and one SSA. After a fine-tuning procedure, the
input parameters for SHIELD include a convergence tolerance
of 1073, an optimization weight factor of wey = 0.5, a
learning rate of = 0.02, and a compromise factor 1 = 0.75.
Finally, the thresholds for identifying dominant regions are set
to 7spa = 0.95 and 7554 = 0.96, respectively.

Fig. 2 illustrates SHIELD’s performance, showing the Fjejq
before and after SHIELD’s application. Initially, SDAs at
angles (30°,75°) and (15°,165°) exhibit field magnitudes of
1530.9 V/m and 2332.5 V/m, respectively, while the SSA at
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Fig. 3: Cumulative performance results across multiple cases
for SDAs (up) and SSAs (down).

(15°,45°) measures 1207.4 V/m. Post-SHIELD implementa-
tion, the SSA field strength significantly reduces to 0.41 V/m,
leading to mitigation about —69.25 dB, with minimal SDA
losses of only —0.49 dB and —0.24 dB, corresponding to
magnitudes of 1447 V/m and 2269.4 V/m. These outcomes
confirm SHIELD’s efficacy in suppressing undesired directions
while preserving intended communication channels.

Fig. 3 provides cumulative SHIELD performance data
across 500 scenarios, highlighting both suppression efficacy
and service continuity. For SSAs, suppression exceeds —50 dB
in approximately 49.1% of cases, remains between —50 dB
and —20 dB in 49.32%, and is below —20 dB in just 1.59%.
Regarding SDAs, near-optimal performance (below 2 dB
degradation) occurs in 29.3% of cases, moderate degradation
within [—4,—2] dB and [—6,—8] dB occurs in 30.7% and
23.9%, respectively, and significant drops of up to —8 dB
occur in only 16.1% of scenarios. These findings underline
SHIELD’s robustness in managing complex spatial suppres-
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sion requirements alongside service continuity.

Figs. 4 and 5 explore SHIELD’s sensitivity to angular
separations between SDAs and SSAs. Fig. 4 reveals that
when an SSA lies outside the SDA angular span, SHIELD
achieves consistent suppression levels of approximately —50
to —60 dB. Even in challenging arrangements with the SSA
between SDAs, suppression effectiveness remains robust, im-
proving significantly as angular separation widens. Similarly,
Fig. 5 shows suppression consistently around —45 to —65 dB
for SSA, with SDA performance approaching optimal values
as elevation differences increase.

B. mmWave Communication Network

In the second evaluation scenario at 300 GHz, the RIS con-
figuration expands to a 75 x 75 array. Again, 500 precomputed
beam-steering configurations accommodate broader mmWave
beam characteristics. This scenario involves two SSAs and
one SDA, setting more demanding suppression conditions.
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After fine-tuning, parameters are established as thresholds
Tspa = 0.97, 7ssa = 0.99, compromise factor n = 0.1,
optimization weight wqp = 150, and learning rate p = 0.02.
Fig. 6 illustrates SHIELD’s cumulative performance for the
mmWave cases. SSA suppression exceeds —30 dB in 25% of
scenarios, ranges between —30 dB and —10 dB in 50%, and
remains significant in most remaining cases. Regarding SDA
performance, 89.43% show negligible degradation compared
to optimal beam-steering, with minor reductions ([—4, —2] dB
and [—6, —4] dB) in only 4.8% and 2.4% of cases, respectively.
Only 0.81% of scenarios experience reductions exceeding
—8 dB, highlighting the inherent trade-offs in simultaneous
multiple SSA management. Finally, Fig. 7 examines azimuthal
separations, revealing minimal SDA impact and consistent
suppression (—10 to —20 dB) when the SDA lies outside
SSAs. When positioned between SSAs, suppression signifi-
cantly improves with increasing angular separation, reaching
up to —60 dB, while maintaining near-optimal SDA perfor-

mance. These results confirm SHIELD’s effective interference
management and coverage precision in complex mmWave
deployments.

V. CONCLUSION

This work introduced SHIELD, a novel codebook-based
algorithm that enables spatially-aware covert communication
within PWEs. Specifically, SHIELD dynamically configures
multiple RISes to enforce electromagnetic suppression in
targeted directions while maintaining high signal integrity in
service areas. Extensive evaluations across THz and mmWave
bands demonstrated SHIELD’s ability to sustain strong sup-
pression performance even in challenging configurations, in-
cluding closely spaced SSAs and SDAs. Overall, SHIELD
provides a scalable and efficient methodology for integrating
directional privacy into next-generation wireless systems.
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